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Crooks Extort 
Grandparents for Cash 
Amid Pandemic 
Scam starts with sudden plea for money to help imperiled 
grandchild by Katherine Skiba, AARP, June 8, 2020  
 
Amid the global health crisis, the FBI and local police are investigating an 
uptick in grandparent scams. In New Jersey and New York alone, roughly 
100 victims have lost about $1 million in recent months, an official says. 
The scams often begin when an older person is contacted by a criminal 
who poses as a panicked grandchild in need of thousands of dollars 
quickly for an emergency such as a hospital bill or bail money, says the 
FBI's Greg Takacs, an assistant special agent in charge in the 
bureau's Newark, New Jersey office. "It's just so disgusting,” he says, as 
these bad actors are preying on older folks and exploiting the love and 
sense of altruism they have for their family members.  The scams are fast-
moving extortions with various pretexts. A crook may pretend to be an 
attorney or bail bondsman, Takacs says. And the relative said to need big 
bucks is not always a “grandchild;” it could be a “niece” or “nephew.” 
Impostor Scams: Family Members and Friends 

 
AARP 

Here’s a look at the number of such cases reported to the Federal Trade 
Commission’s Consumer Sentinel Network. Cases totaled 91,585 from the 
beginning of 2015 through March 31 of this year. Since 2015, some 91,585 
people have been victims of impostor scammers who purport to be family 
members or friends, the Federal Trade Commission (FTC) says. 
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Crooks pull at victims’ heartstrings 

"In these days of coronavirus concerns, their lies can be particularly 
compelling,” FTC attorney Lisa Weintraub Schifferle warns. “They pull at 
your heartstrings so they can trick you into sending money before you 
realize it's a scam,” she says. Resist the urge to act immediately, she adds, 
“no matter how dramatic the story is." Takacs, a lawyer with the FBI for 
more than 23 years, says his own mother-in-law was telephoned by a 
grandparent scammer before Memorial Day. The scammer masqueraded 
as the FBI official's son, alleging he was in trouble in an out-of-state locale 
where the family vacations. The grandmother did not take the bait, 
instructing the “grandson” to call his parents. That ruse bears out what 
Takacs says often happens before a target is contacted. Bad actors scour 
Facebook and other information sources online to figure out family 
relationships and concoct a phony story, he says. benefits, you must take 
this test,” they've been warned. That's a bald-faced lie. 

How to stop a grandparent scam 

And if you get a scam call, report it to local police, to the FBI's Internet 
Complaint Center and to the FTC . 

Here’s advice from the FBI and other authorities on how to thwart a 
grandparent’s scam. 

• Use privacy controls on Facebook and other social media 
platforms to limit what strangers can learn about you and your 
family. 

• When you suspect that someone who calls, texts or emails you is 
a scammer, take a breath. Slow it down. Contact the family 
member who purportedly is in trouble and needs cash. Such calls 
may come late at night and the background may be noisy, adding 
to confusion. Never act in haste. 

• If you suspect a scam, tell the caller directly: “I am not 
participating in this discussion.” Consider writing that down on a 
piece of paper and keeping it near your telephone. 

• If the caller purports to be a bail bondsman, ask where your 
relative is being held and contact the facility directly. Or call your 
local police department, where officers may be able to call the 
jail and check out the story. 

• Resist the urge to act immediately — no matter how dramatic the 
story is. 

• Verify the caller’s identity. Ask questions that a stranger 
couldn’t possibly answer. Check the story out with someone else 
in your family or circle of friends, even if you’ve been told to keep 
it a secret. 

• Don’t send cash, gift cards or money transfers — once the 
scammer gets them, they’re gone. 

• For more information, read the FTC’s guidance on Family 
Emergency Scams. 

• And if you get a scam call, report it to local police, to the FBI’s 
Internet Complaint Center and to the FTC at ftc.gov/complaint. 

The Utah Senior Medicare Patrol (SMPs) empower and assist Medicare 
beneficiaries, their families, and caregivers to prevent, detect, and 
report healthcare fraud, errors, and abuse. Local SMP office 1-800-541-
7735 

 


